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The complete analysis of these issues and a guide for the development of comprehensive strategies to address the safe and responsible use of the Internet by students is online at both web sites.





In light of the recent ruling in the case brought by the American Library Association and others challenging the Children's Internet Protection Act, it is likely that the use of commercial, proprietary-protected, Internet filtering software in schools will ultimately be found to be unconstitutionally restricting student access to material on the Internet. More importantly, rather than placing primary reliance on technology quick fixes, schools should be focusing their efforts on preparing students to use the Internet in a safe, responsible, and effective manner.





The Internet has emerged in the last decade as an extremely important conduit for information and communications. The objective of schools is to prepare students for active and effective participation in society. The information and communication resources of the Internet have become an  essential component of this preparation. 





Schools are uniquely positioned to serve as the primary vehicle through which young people can develop the knowledge, skills, and motivation to use the Internet in a safe, responsible, and effective manner. Most schools are placing primary reliance on technology quick fixes in the false hope that by installing filtering software they have done their job in this area. They have not. School officials are using filtering as a surrogate to fulfill important responsibilities of education and supervision. 





Two events occurred during the month of May 2002 that have a direct impact on questions related to the constitutionality and the advisability of the use of commercial filtering software� in U.S. public schools. 





On May 8, 2002, the National Research Council (NRC) released its report entitled Youth Pornography and the Internet�. This report was the culmination of a two year research effort conducted by a distinguished committee of experts, led by committee chair Dick Thornberg, former U.S. Attorney General. A major conclusion of this report was: 





While both technology�  and policy have important roles to play, social and educational strategies to develop in minors an ethic of responsible choice and the skills to effectuate these choices and to cope with exposure are foundational to protecting children from negative effects that may result from exposure to inappropriate material or experiences on the Internet.�





In the preface to the report, Dick Thornberg , indicated that the report would "disappoint those who expect a technology 'quick fix'" and chided school officials and others for seeking "surrogates to fulfill the responsibilities of training and supervision needed to truly protect children from inappropriate sexual materials on the Internet.�"





On May 31, 2002,  the US District Court for the Third Circuit issued its ruling in a case that the American Library Association, American Civil Liberties Union, and others brought challenging the constitutionality of the Children's Internet Protection Act� (CIPA), ALA v. US�. CIPA, enacted by Congress in December  2000, requires all schools and libraries receiving federal funds for technology to install a "technology protection measure," which is a specific technology that will filter or block access to obscene material, child pornography,  and material that is considered harmful to minors. 





The court ruled that CIPA was unconstitutional because the actions required under the law would violate the constitutional rights of library patrons, adults and minors, to access constitutionally protected material on the Internet�.  The court considered access to the Internet in public libraries to be so intrinsically linked to basic First Amendment values, that they applied the most strict level of scrutiny to the restriction placed on its use by filtering software. Although there was a compelling interest in protecting children and adults from accidental or intentional access to inappropriate material, commercial filtering systems are not narrowly tailored to address this concern because they block access to substantial amounts of material that is constitutionally protected. Additionally, the court found that there were less restrictive alternatives that can be used to address the concerns. The ability to override the filter to provide access does not cure the constitutional deficiency.





The ruling in ALA is not directly applicable to the situation of the use of commercial filtering software in schools. It is probable, given the environment of schools, that the standard of analysis that will be applied will be that such use must be reasonably related to legitimate pedagogical concerns and not result in viewpoint discrimination. However, the findings and analysis of the ALA case provide important insight into the question of the constitutionality of  the use of commercial filtering software in schools.





Courts generally grant significant deference to the authority of school officials to make decisions for their local school community. This deference is grounded in the perspective that the business of school is conducted in an open environment, where information about how decisions are made is readily available, and that school officials can be held publicly accountable to their local community for their decisions. 





When school officials delegate authority to  commercial filtering software companies to make the determinations of what material students can and cannot access on the Internet , there is no access to information about how such decisions are made and there is no public accountability on the part of the company for such decisions.  Such delegation of authority is made under the following conditions:





•	Blocking decisions are not being made by professional educators or librarians.





•	Category definitions and categorization decisions of the companies are made without reference to local community or school standards.





•	Lists of blocked sites, as well as the specific methods that filtering software companies use to compile and categorize lists, including search/block keywords and blocking processes, are considered proprietary protected information.





•	There is no vehicle to ensure public accountability on the part of the commercial filtering software companies. Such companies are not subject to freedom of information/access to public records laws. Their board of directors cannot be held accountable to the citizens of a community through an election process. 





•	Several filtering companies have extensive marketing relationships with conservative religious organizations. The primary target market for many filtering companies is employers in government and business. It is unknown how the existence of such other markets may be impacting the  blocking decision-making of these companies. 





Under such circumstances, the delegation of authority and abdication of responsibility by school officials will likely not be considered to be reasonably related to legitimate pedagogical concerns. This is especially true in light of the conclusions in the NRC report regarding the concerns of inappropriate reliance on technology quick fix solutions, rather than a strong focus on education and supervision. What the ALA court considered "less restrictive alternatives," are, in the eyes of the NRC, the foundation of an appropriate response to the concerns.





Further, there is ample evidence from multiple sources that commercial filtering software is restricting student access to materials based in inappropriate viewpoint discrimination. In some cases, such viewpoint discrimination is evident on its face--the inclusion of information related to sexual orientation in the same category as sexual technique and swinging, or the inclusion of non-traditional religious topics in the same category as Satanism. The companies may also be engaging in intentional viewpoint discrimination that would not be detectable without full and complete access to information the companies protect as proprietary. The fact that some companies have extensive marketing relationships with conservative religious organizations clearly provides compelling reasons to be concerned about the blocking decisions made by these companies. Finally, it is virtually certain that overzealousness and a desire to err on the side of caution on the part of employees who are making blocking decisions is resulting in the prevention of access to material based on viewpoint discrimination.





The fact that school officials can override the filter to provide access to inappropriately blocked sites does not cure the constitutional deficiencies. Given the excessive demands placed on technology staff in schools, it is simply not possible to override the filter to provide access to desired appropriate information in a timely manner. Further, students are likely to be reticent to request access to inappropriately blocked material that is controversial or sensitive in nature.  Students simply do not request that the filter be overridden because they know that they can more rapidly access such material through their unfiltered Internet access at home. The students who do not have such access are being placed at a significant disadvantage. 





The question of the constitutionality of CIPA is less clear. If CIPA is construed to require the use of commercial filtering software, then it is likely to be considered to be unconstitutional. If the requirements of CIPA are construed more liberally--to encompass the use of  technologies that do not require the delegation of authority to companies that cannot be held public accountable--then CIPA may be considered to be constitutional. 





The bottom line is that school officials simply cannot be allowed to abdicate their important responsibility of preparing students to use the Internet in a safe, responsible, and effective manner by placing primary reliance on technology quick fixes. And Congress should certainly be criticized for the promotion of this quick fix solution. It is vitally important for schools to develop and implement a comprehensive strategy to address these concerns�. This strategy must include:





•	A strong focus on the effective, educational uses of the Internet, well-supported through professional and curriculum development.





•	A clear Internet use policy that is well-communicated to students, staff, and parents.





•	Education to students, staff, and parents about issues related to the safe and responsible use of the Internet.





•	The establishment of "safe Internet spaces" for younger students. 





•	Effective supervision and monitoring sufficient to deter and detect misuse.





•	Appropriate educationally based discipline.





By developing a comprehensive strategy to address concerns related to the use of the Internet, educators can help young people develop effective filtering and blocking systems that will reside in the hardware that sits upon their shoulders. 








� The term "commercial filtering software" refers to those filtering software products provided by private companies that protect information regarding blocking criteria, blocking processes, the actual list of blocked sites, and other relevant corporate information as proprietary trade secrets. This includes all of the most commonly used filtering products in US schools today, including products provided by N2H2, CyberPatrol, WebSense, Secure Computing, Symantec, 8e6 Technologies and others. 


� National Research Council. Youth, Pornography, and the Internet (Dick Thornburgh & Herbert S. Lin, eds., 2002), available at http://bob.nap.edu/html/youth_internet/.


� The NRC report discussed a wide range of technologies, including filtering but also including monitoring systems, spam filters, and other technologies. This statement should be construed in the context of a wide range of technologies, not simply filtering software.


� Id. at ES-9 (At this time, the report is available only in prepublication format. No page numbers are provided either in the hard copy format or in the NTML version. Therefore, most references will be to the section of the report.)


� Id. currently at xii.


� Pub. L. No. 106-554.


� American Library Association, et. al. v. United States, No. 01-1303 and 01-1332. In the United States District Court for the Eastern District of Pennsylvania. http://www.paed.uscourts.gov/documents/opinions/02D0415P.HTM.


� In ALA, the issue before the court was the constitutionality of CIPA. When courts consider the constitutionality of a federal requirement that is tied to funding, they use a 4-part analysis that was first enunciated in South Dakota v. Dole, 483 U.S. 203 (1987).  Only one part of this analysis was relevant in the case--that was the question of whether CIPA requires libraries to violate the constitutional rights of their patrons. Therefore, it was necessary to consider whether or not the use of filtering violated the constitutional right of free speech of library patrons. For this reason, the ruling can provide insight into the issue of the use of filtering in schools violates the constitutional rights of students.


� The strategies presented in this document will be more fully addressed in a planning guide for school districts that will be entitled Safe and Responsible Use of the Internet by Students: A Planning Guide for School Districts. This guide will be available Fall 2002. For information: http://responsiblenetizen.org








